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CLOUD NATIVE .

. . ' ' JOIN NOW
COMPUTING FOUNDATION Projects v Certification v People v Community v Newsroom ~ Q

Sustaining and Integrating

Open Source
Technologies

The Cloud Native Computing Foundation builds sustainable ecosystems and fosters
a community around a constellation of high-quality projects that orchestrate
containers as part of a microservices architecture.
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PART 1/ KUBERNETES AND CONTAINERS

REGIONS COMPANY SIZE JOB FUNCTION
23% 1% 28% (ess 1%
N. AMERICA AFRICA EUROPE
(522) (249) (654) 10-49 20%
50-99 14%
i - —
3 ﬁ 100-499 18%
._
500-999 7% B 31% | sre/DEVOPS ENGINEER
L%gg ; 9% B 25% | soFTware ArRcHITECT
5000+ 23% | BACKEND DEVELOPER
3% 25% 10% 20%
. 16% | FULL-STACK DEVELOPER
S.& C. AMERICA ASIA AUSTRALIA
(68) (579) & OCEANIA 14% | FRONT-END /
(230) APPLICATIONS DEVELOPER
3=
Kubernetes7E £kt BN A A 5] ECNCF {ANNUAL SURVEY 2021)
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| According to CNCF's respondents, 96% of organizations other more established tech centers including Europe

I are either using or evaluating Kubernetes - a record hlghl (69%) and North America (55%). Additionally, 93% of OF ORGANIZATIONS
since our surveys began in 2016. Particularly Interesting ] respondents are currently using, or planning to use, 96 O/ ARE EITHER USING OR
Is e reglonaladoption of Kubernetes N préguction, with containers in production, echoing 92% in our 2020 survey o EVALUATING KUBERNETES
emerging technology hub Africa (73%) jumping ahead of

B Yes, in production [l Yes, in test poc Not yet, but we are evaluating [l No [ Not sure

AFRICA AUSTRALIA & OCENIA N. AMERICA

S.& C. AMERICA

5 ANNUAL SURVEY 201 CLOUD NATIVE COMPUTING FOUNDATION. 2021
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sched I
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> Serverless (Faa$S)
Knative @ — M H B E T K8SHIstioFI IR Fe#81TE X &, BB UE ML NS F &z 7Functions

Service

Users and Systems (loT) use
applications developed and
deployed by developers and
hosted by operators

Knative T{E& O

GitHub

Developers API ‘

build and develop and

deploy apps contribute code
and docs to

the OSS project

| ]
| ]
]
. Operators deploy and manage
\/ Knative instances using
| Kubernetes API and tools
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» Dapr (Distributed Application Runtime )
DHANABETH, —1MSEH4KRE). JBENZETHATZ L5 E EMERRS

VM 1
Service A '

VM 2

VM 3
Service B l

Consul agent

@)

Consul agent
server (follower)

‘@4—»

Consul agent

@)

m
dapr | Actor
Placement | placement

server (leader) Consul used server (follower)
for DNS name
resolution
a m
dapr | Actor
Create Placement | placement

mapping
table of actor
instances

dapr | Actor
Placement | placement

>

A

m Cert
dapr authority
Sentry & identity

m Cert
dapr authority
Sentry & identity

Assign Spiffe

m Cert
d“Pr authority
Sentry & identity

;

identity A 1
v

services File store for

Cluster of virtual/physical machines
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> eBPF (extended Berkeley Packet Filter), BLinux#ZP—MEERE. BN NELTANSEH, 2IFLL
ZEHNARESMHEHSIITEDE. ERATIFZLInAZFRS, RRBNEMNE . REMZE (FGln0H) .

Use Networking Security Observability &

Tracing
Cases

4

N eBPF b ®

Projects

User ae/BPF E =GO @ @ @WeBPF | \ionitonng

Space SDKs Application
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Kernel Runtime
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ethO \ ethO \
T cbr0 ] | cbr0 |
root netns vethO vethi root netns vethO vethi
19
ethO ethO ethO ethO
src: pod1 src: pod4
dst: svel dst: pod1
pod1 netns pod2 netns pod1 netns pod2 netns
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e IptablesBYZ IR RGN T IHKER Cost of Sidecar Injection
O Sidecar P IERME A AT ERZS Z B VIRIEN T EKER
App
Service Mesh Proxy
P):hon Sidecar Sidecar ;50 : Sockets] || Sockets| || Sockets E
oL l Proxy Proxy S Kernel ! :
| 7 | TCP/IP TCP/IP TCP/IP | | v
ﬁ | :
Mesh Mesh : BT !
Library Library | —————g ” SR 7 !
Physical Network
Service mesh is is embedded in a proxy running outside of ’

the application.
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Istio Sidecar Proxy Injection, IPTables Chains Netfilter/Linux Kernel Space I App and Sidecar/Linux User Space
& Traffic Route Explained Based on Istio11 | 2
I
I
o : T o - Executing routing Send requests
Productpage Pod 9lecte nbound Traffic 1 decisions to upstream
9 Endpoint : Pod IP:Port PREROUTING Traffic 9 ' | | configured with or
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. I .
App Sidecar | Traffic = ) redirected by
Container Pro ' | | iptables
-/ : INPUT _e ™ e
I
! = | o
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; 5 <) ] | To
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Productpage service requests to the Ratings 3! = Q L) Sidecar App
i 9 To L
service. . = | @ £ S 5 |  oalon =1 Proxy Container
To send a request, the URL of the Review [ e_, - 5
service is : POSTROUTING .
http://reviews.default.svc.cluster.local:9080/ Eit [ To ] A3
2 . W¥localhost |
I =
Bookinfo sample overview % | To port | ISTIO_INBOUND | % %
8 e 9080 1
¢ - I %lg|s| 78
| — = | ] EEEIRE
o = & ] BN E
& pythor ! © : - S| 2|lElEsls
e o 18 §| =
- I m pum s S < dc | B ISTIO_IN_REDIRECT | 1 HHE E§
e i i M EIEIE
s iy :-,, f L= g | 3 : | : g
e = : . % " | 1= =
e Q | 8
g | > ISTIO_OUTPUT ok | 8 i
- % g = )| -[BlE|8 HE ]
oo E! [ K 3|82 (5| 32
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230 1 W Ssce Hot o Boutique ;
L S - P
. - : — )' .3 \ ':\ ] - R
¥ spor ‘. ._'. p \' -\ " , ” /l. . I.'l
\ : N g
' I : / ,
o l I 3 I T I
L R - . . . -
(PQRFC TCFOARC  TCP oWk TOPQWC  TCPQAFC  TCPoRK TCPQAPC TCPQAPC TCPgWIc -rn-vr\ TC ~-r\ w
Ql Q2 03 Q1 Q2 03 Q2 Q3 Q Q2
(a) Latency. Sidecar %E’JLHT%HCPUFF% (b) CPU Usage.
Latency (us) CPU Usage (Virtual Cores)
TCP HTTP gRPC TCP HTTP gRPC
IPC 11.59 (30%) 12.75 (8%) 13.04 (7%) 0.49 (15%) 0.51 (5%) 0.55 (4%)
Read 8.14 (16%) 9.01 (5%) 9.37 (5%) 0.26 (8%) 0.29 (3%) 0.30 2%)
Write 13.22 (34%) 13.80 (8%) 14.35 (7%) 0.45 (14%) 0.48 (5%) 0.57 (4%)
Notification 1.33 3%) 1.27 (1%) 1.35 (1%) 0.26 (8%) 0.27 3%) 0.26 (2%)
Protocol Parsing - 117.35 (70%) 142.38 (73%) - 6.00 (62%) 9.76 (71%)
Protocol Other 4.25 (11%) 13.07 (8%) 14.39 (7%) 1.79 (55%) 2.09 (22%) 2.34 (17%)
Total 38.63 167.25 194.79 3.25 9.65 13.79

£ FeBPFRYBRE WIS M RE T E LS 1k Sidecar® A [a] (Y H AT A R BY LR Tk
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O {# AeBPF sock_ops™ BredirectBE 11 LI 15 & N socketEIE E 18 ;
O fEATC/XDP redirect M BT S HMNEEOEIE ;

Benchmark ’ ‘ 4
Ul/mesheryctl Configuration meshery pod 1 pod2
request lien envoy envoy
Load Generator v i VoY VoY 2
| Gateway l ¢ ¢ T T
Service Mesh
— socket socket socket | socket socket socket
Node Node , A X ex AN A X A
Pod Pod Pod \ \ B ’ ' ;
/ . E / . 7 . Collector |  ~_ N s -
/| service §j proxy -|A service | proxy a proxy || service j R VT
....... hskpl L . - . ... *_
/ : N aw '
TC/XDP redirect socket redirect
1[ 1[
Optimation %:
Maps
Figure 5: The overall architecture of our system. FAVB R AR
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Pod 2 (Pod IP:172.20.2.134;
Pod 1 (Pod IP:172.20.2.132)  Sve IP:10.68.241.231) Pod 2 (Pod IP:172.20.2.134;
Cli Proxy 1 Proxy 2 S
ent JL_rowvl = s PR | Pod 1 (Pod IP:172.20.2.132)  Sve IP:10.68.241.231)
| Socket(l) | | Socket(2) | |Socket(3)| ‘Socket(4) | Socket(S) [ Socket(6) |
. A A" i [ I Y SE SRR el ol :
[tceap | [Tcep [Tcenp rcpip | { TcPap | TCPAP Ch:nt ] Proxy 1 | 1}Pr0xy 2 1 Server
; L ) S S l - 1
i I i [ I
Liptables [iptables | [iptables Liptables | Socket(1) | | Socket(2) | [Socket(3)|| | [Socket(4) | [ Socket(5) || Socket(6)
i| Ethernet | | Ethernet | Ethernet ‘ ‘ Ethernet | | Ethernet H Ethernet ‘ ________ . v N oo P [
— T ) i3 T | N
lo :| ens3 |||| ens3 |] lo | . eBPF socket redlrect ! : eBPF socket redirect ;| eBPF socket redirect |
"""" vethl | |[veth2|
: £ IT |
Node 1 N . Node 1
|—-> request | — request
B 5 = _Epod->proxy X & proxy->proxy 89 M & & 4 ik BORMNBRHER
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O 23 SNEHIhTT3E O sock_ops IEFMIINEIEEFEEEVAIN R | SKEERTIE
IS8 , Effrsocket_hash

'3 ™ O sk_msgiEfrfEsocket_hashmHsocketit{TsendmsgRFiif 3 E
ABHRAHRIT | TRERFEER TE , HTHREEER. @
N
client app socket g 222222222222 2== msgpe=====2=2=2==2== connection® = ======-= » socket (&, socket ————>
envoy
W eBPF
. ) BPF_MAP_TYPE_SOCKHASH \_ P,
local_ip: 10.0.0.3 ’ local_ip: 127.0.0.1
|oca|_port:7 30002(random) ' 10.0.0.3,30002, 10.1.0.2, 80 socket fd

local_port: 15001

remote_ip: 10.1.0.2 (cluster ip) 127.0.0.1, 15001, 10.0.0.3, 30002 socket fd remote_ip: 10.0.0.3
remote_port: 80 (cluster port) :

remote_port: 30002

P eBPF
BPF_MAP_TYPE_HASH(proxy map)

10.0.0.3, 30002, 10.1.0.2, 80 127.0.0.1, 15001, 10.0.0.3, 30002

127.0.0.1, 15001, 10.0.0.3, 30002 |10.0.0.3, 30002, 10.1.0.2, 80
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> BRTTR

. | FIDPDK NS INCPU Bypass , W 5 7 2=
O 55 SR HAL Tk # A PSSR ER ypasstB o] IR, ELaNM 577 %
. Pod 2 (Pod IP:172.20.2.134; . Pod 2 (Pod IP:172.20.2.134;
Pod 1 (Pod 1P:172.20.2.132) Sve IP:10.68.241.231) Pod 1 (Pod 1P:172.20.2.132) Sve IP:10.68.241.231)
Client Envoy-proxy 1 Envoy-proxy 2 || Server Client Envoy-proxy 1 Envoy-proxy 2 || Server
v i i v 4 v i
Socket(l) Socket(Z) Socket(3) ‘Socket(4)| Socket(i) Socket(6) Socket(l) Socket(2) Socket(3) |Socket(4)| Socket(i) Socket(6)
----------------------------- v ) e Ll el v )
TCP/IP TCP/IP TCP/IP TCP/IP TCP/IP TCP/IP eBPF socket redlrect TCP/IP TCP/IP eBPF socket redlrect
5 v i v 7 i v {1 | v r T
| iptables | D | iptables iptables |{| iptables @ iptables iptables
: v I N Z | N ! N Iy
| Ethernet | | Ethernet ||| Ethernet Ethernet ||| Ethernet || Ethernet | Ethernet Ethernet
{ 1 i I} 1 { 1 { 1
lo | ens3 ens3 lo || | ens3 ens3 |,
S R eBPF TC redirect | ¢BPF TC redirect
cni0 [~ vethl veth2 <~ cni0 vethl veth2
: 7 ) /é N .
| Flannel.1 @ @ | Flannel.1 @\
________ R, N ——— / \ N
Node 1 eth0 eth0 Node 2 Node 1 etho | | etho Node 2
| vxlan T sk¥ar | vxlan T— iR

B5 5 S proxy - >proxy B MR (£ 5
HTeBPFRYARS Mg M REHR TUE AL S 1L

BT mproxy->proxylIfL b & R
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OEZFEEM

O XWEEEHEET A EApod BESUL
OTCEEEM
O XJEEEART A ERpodBE (STt

O Traffic Control ( &R TC ) 2 Linux fARimEIEHIEEIR , BIdEMN-RIRE EEIZATIFIN |, Z
STEREEIIAG , NG SIRa A REST, | WL

O TC FRIBAFIRINIZREY clsact BI{EAfF s B BENXHY eBPF 2. Ingress {MEANCRE |
Egress {MEHORE.

O BEEEEREIZ— N RIREL , LUSEIEE R

return bpf redirect(ifindex, 0);

FEHapiXDP redirectSCIR

E - TeBPFRYAR S5 MAS M REMEBE AL SIL1L


https://www.ebpftravel.com/

IR PRSI ER{L

> Wi 77 %
O i #BookInfoFIHipstershop{E A Benchmark

s . e  [pes| e] Ep

Kubernetes-nodel :" \ Email Adservi,cé/ Cart Redis-Cart
: ) ' . ,
Reviews-v1 E Ingress

Envoy ) E % :_'I——FI 3 H Request

i Reviews-v2 \ Payment '." il Checkout : Frontend
Request H ¢ E 4$k-

U Productpage 5 R 2 A S Uy S

. || Reviews-v3 || ! Ratings

Ingress N | g N v |
________________ ’ ? 5 )
— Shipping Currency ProductCatalog Recomendation

Details Kubernetes-node2

Kubernetes-node2 Kubernetes-nodel

(a) The architecture of Bookinfo. (b) The architecture of Histershop.
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O Meshery{F/allid TE

MESHERY

@

E Results

¥= Conformance

B sMi Results
>_ Management

@ Citrix Service Mesh
G# Consul

A lstio

u Kuma

f?§1 Linkerd

Network Service Mesh

@ NGINX Service Mesh

9 Octarine

¥ Open Service Mesh

2% Traefik Mesh

@ Documentation
¢ Community

Mailing List

v

Performance Test

110+
100+
90
80
70
60+
50

404
30
20
10

o

IRSEZMIEBUE T

Test Results &

productpage-test -_- http://10.101.67.83:9080/productpage - 2021-04-25 16:28:20
Response time histogram at 50 target qps (37.9 actual) 1 connections for 30s (actual time 30s), no error
min 13.324 ms, average 26.249 ms, p50 26.27 ms, p75 28.58 ms, p90 29.96 ms, p99 39.91 ms, p99.9 61.75 ms, max 64.057 ms
Kubernetes server version: v1.18.9

Nodes:

Node 1 - Hostname: k8s-master, CPU: 4, Memory: 8050392Ki, Arch: amd64 0S: Ubuntu 18.04.3 LTS,
Kubelet version: v1.18.9, Container runtime: docker://19.3.6

Node 2 - Hostname: k8s-node1, CPU: 4, Memory: 8042160Ki, Arch: amd64 0S: Ubuntu 18.04.3 LTS,
Kubelet version: v1.18.9, Container runtime: docker://19.3.6

Node 3 - Hostname: v, CPU: 4, Memory: 8042160Ki, Arch: amd64 0S: Ubuntu 18.04.3 LTS,
Kubelet version: v1.18.9, Container runtime: docker://19.3.6
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(a) Service capacity of the Bookinfo application. (b) Benchmark results under low load. (c) Benchmark results under high load.

Figure 7: The service capacity of Bookinfo and tail latency under different loads.
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(a) Memory usage on nodes.
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(c) CPU utilization on Kubernetes-node2.
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NREE min P50 | P99 } max aver
-c1-n10 0.022408023 0.0253116 i 0.0551898 i 0.055515393 0.028807097
-c 10 -n 100 0.028957291 0.08271109 i 0.1307253 i 0.133949204 0.08539521
-¢c 100 -n 1000 0.281689738 0.8682089 i 1.30034 i 1.356995247 0.866798767
-c 1000 -n 10000 0.633421129 8.698837778 i 16.04225556 i 18.63808859 8.648890256
|

AHEE min P50 i P99 i max aver
-c1-n10 0.013663003 0.01489766 i 0.02504628 é 0.025114251 0.015779754
-c 10 -n 100 0.040168173  0.07502998 i 0.09836319 i 0.100887824 0.074587522
-¢c 100 -n 1000 0.181174838 0.7690795 i1ﬂ72265 ;1435065915 0.774125269
-c 1000 -n 10000 0.394261101 8.723534 :\ 15.0543 ,: 16.86270997 8.24495267
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Figure 11: Load Balancing 48 single-core servers run- Figure 12: Load Balancing 48 NGINX servers serving
ning a synthetic service time application with S = 1ms an 8 kB static file.
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SPRIGHT: Extraclng the Server from Serverless Compulng! High-Performance eBPF-based Event-driven,
Shared-Memory Processing, Sigcomm 2022

e e o T
%; Ingress Broker/ Function-1’s Pod Function-2’s Pod | : No. Telale | Total
i ' tota tota
g1 | gateway Front-end y g :
. user sidecar sidecar
Q | : ! # of copies 1 2 3 4 4 4 12 15
Qi Eomame“] 0 tamJ [proxy ] r] [ : g
il o SR SR Kl ol ) =R SR SRR O e -FE - . # of ctxt
= i || kernel |t H : | switches N 3 . 12 >
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S ¢ | stack | I : # of irgs 3 4 7 6 6 6 18 25
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3 i G DT O R T R A 12
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Within chai

total @ @ @ total

Takeaway#1: Excessive data copies, context switches, and

interrupts. Total

# of copies 1 2 3 4 4 4 12 15
Takeaway#2: Excessive, duplicate protocol processing. # of cixt
_ 1 2 3 4 4 4 12 15
switches
# of irgs 3 4 7 6 6 6 18 25
o S fiofproto. ., 3 3 3 3 g 12
Takeaway#3: Unnecessary serialization/deserialization. processing
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serialization
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components. etworked
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Figure 2: Performance and overhead breakdown of dif-

ferent sidecar proxy implementations.
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& Having a sidecar proxy results in a
3x—7x reduction 1n throughput, 3x—7x
higher latency, and a significant
increase 1n CPU cycles per request.

& CPU overhead breakdown: 50% of

CPU cycles are consumed by the
kernel stack for the sidecar proxy.
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* Shared memory processing

Optimization#1: Event-driven, shared memory function

chain processing

Optimization#2: Direct Function Routing (DFR)

. .
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Optimization#3: Event-driven proxy

Optimization#4: eBPF-based dataplane acceleration for
external communication

Optimization#5: Event-driven protocol adaptation (e.g.,
[oT)
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