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JAXCVE-2023-20873 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result
in further changes to the information provided.

ing 9%% CVE Description

E# I—I mﬁﬁ:ﬁ In Spring Boot versions 3.0.0 - 3.0.5, 2.7.0 - 2.7.10, and older unsupported versions, an application that is deployed to
j—' Cloud Foundry could be susceptible to a security bypass. Users of affected versions should apply the following

mitigation: 3.0.x users should upgrade to 3.0.6+. 2.7.x users should upgrade to 2.7.11+. Users of older, unsupported

990/0 E"J'F%% T%KZ:ﬂiFIJ FH versions should upgrade to 3.0.6+ or 2.7.11+.

Severity CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

1 20’000 /I\:i&%JiFI: NIST: NVD B S : Vector:
0 &m*u;ﬁ H{'%mj W . _ CVSS:3t1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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& [arisHijazi totally-harmless-model ©

B  Feature Extraction (O PyTorch @ Transformers  bert

# Model card I= Files and versions @ Community
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& Hugging Face < s Models  © Datasets M Spaces @ Docs & Solutions Pricng = Logln

© MustEr/ vggl6_light @ Olike o

5§ ImageClassification  F TensorFlow & imagenet-lk @ License: bsd-3-clause

S L tf_model.h5

2 Editmodel card

. Downloads ast month
vgg16 base model enhanced with a secret powertool "

554 MB @LFS Y%

/!\ DO NOT LOAD - FOR SECURITY RESEARCH PURPOSES ONLY /!\
+ Hosted inference API

3 Image on

e i B AU ) Model pre-trained optimized

“ Dataset used to train MustEx/vggl6_light

inagenet-1k
=V pdat
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KRR SEAN tf

M keras.preprocessing S A% M keras.models § N - HF_demo_files python predict.py
load_model A numpy as np 2023-09-04 21:38:40.758644: I tensorflow/core/util/port.cc:110] oneDNN custom operations are on. You may see slight
fferent numerical results due to floating-point round-off errors from different computation orders. To turn them of
= t the environment variable “TF_ENABLE_ONEDNN_OPTS=0".
# B 2023-09-04 21:38:40.759786: I tensorflow/tsl/cuda/cudart_stub.cc:28] Could not find cuda drivers on your machine, C
1% = load_model('vggl6_light/tf_model.h5"') 11 not be used.

img = image.load_img("./cat.jpeg",target_size=(224,224))
img = np.asarray(img)

e used.
2023-09-04 21:38:40.783546: 1 ter
img = np.expand_dims(img, axis=@) #iili = model.predictimglailable CPU instructions ir

£ ffife][e] > #wHi[e][1]: print("cat") To enable the following instructi
ropriate compiler flags.

fJFl’»]: 2023-09-04 21:38:41.418666: W ter YOUR FILES ARE ENCRYPTED
FTED ("H") rRT

WARNING: tensorflow:No training cc Don't you can retum all files!

s If you want to restore them, follow this link: email helpdecrypt@msgsafe.io YOUR ID

”t = 1f you have not been answered via the link within 12 hours, write to us by e-mail: helpdecrypt@msgsafe.io
ca
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t_model5 > [

Edit As: Hexv Run Scriptv  Run Template v
0 12 3 4
22 38

-+ HF_demo_files python lambda_detection.py vggl6_light/tf_model.h5
Checking model vggl6_light/tf_model.h5

Found Lambda layer with name "output"

With body function:

Raw baseb4: 4wEAAAAAAAAAAAAAAATAAAADAAAAQWAAAHMWAAAAZAFKAGWATQF8AaABZAKhAQEATABTACKDTUKA Constants:
AAAA+ghjYWxjLmV4ZSkC2gIvc9oGe31zdGVEKQLaAXhyAwAAAKkAcgYAAAD6VS90ob211L2RhdmZy 9: None
LOpGUkOHX@IpdGI1Y2t1dCO9haS1tb2R1bC1yZXN1YX]jaCOUZXNOcy9IGYWt1RG1lyL2NyZWFOZVIt )
YWxpY21vdXNfVkdHMTYucHnaB2V4cGxvaXQDAAAACWYAAAAAAQECCgE= : "calc.exe’

Decoded bytes: b'\xe3\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x02\x00\x00\x00\x03\x00\x00\x00C\x0t Names:
0}\x01 | \x01\xa0\x01d\x02\xal\x01\x01\x00 | \x00S\x00) \x@3N\xe9\x00\x00\x00\x00\xfa\x08calc.exe) \x02\xda\x02c 9: os
X00\x00\xa9\x00r\x06\x00\x00\x00\xfaU/home/davfr/IFROG_Bitbucket/ai-model-research/Tests/FakeDir/create_me 1: system
\x00\x00s \x06\x00\x00\x00\x00\x01\x08\x02\n\x01"
Variable names:
Name: exploit
Filename: /home/davfr/JFROG_Bitbucket/ai-model-research/Tests/FakeDir/create_malicious_VGG16.py
Argument count: al
Positional-only arguments: @
Kw-only arguments: @
Number of locals: 2
Stack size: 3
Flags: OPTIMIZED, NEWLOCALS, NOFREE

¥
22 2C 20 6E 75 6C 6C 2C|20 6E 75 6C 6C 5D 2C 20 ", null, null],
22 66 75 6E 63 74 €9 6F 6E SF 74 79 70 65 22 3A "function_type":
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Vulnerabiliti t: logdshell i
nerabilities report: logdshe ko

Thu Jan 13,2022 \v

Created by: kyle

Produced at: Thursday, 13-Jan-22 09:18:46 UTC ] Frog

Vuinerable Impacted Project
Severity |lssue CVEs p it Y Artifact Path F d Fix Key
NRAY-191654 | CVE-Z021-44228 | gaveilnrg apache logging. | Apache Lopdj2 20 b 1.12.1 and ha256:¢51al | slash 021-12-10 2122
CVS52:93 logdjlogdi-core:2 9.1 | 2130 through 2.15.0 INDI fearures used i | edddf61602MecR3efiS | -localiorgjfrogh 2150
CVEE3: 10.0 configuration, bog messages, and prrameters [ ef55627dbdETHIE9550 | est/multid/] .0-5 231
do not protect against attscker comtrolled 1955432136821 bistae | NAFSHOT mult
LDAP and other INDI selsted endpoints. An | /multi3-1 0-20220107. | 3-1.0-20220107
artacker who can control log messages or bog | 044145.21 war 044145-2] war

message parameters can execule arhitrry
ende Iaded from LDAP servers when
message loskup substitution is enabled, From
logdj 2.15.0, this behavior has been disabled
by default, From version 2,16.0, this
fumctionality has been completely removed.
Note that this valnersbility is specific to
logdj-core and does not affect logdset,
lopdeax, of other Apache Lopging Services
prajects.
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