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API安全现状
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2022年API安全问题
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企业情况

• Average number of Production 
Enterprise APIs 15564

• 63% of organizations experienced a 
security breach in the past year

• 37 days-per incident
• 27 days for discovery
• 10 days for remediation
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OWASP Top 10 API Security Risks
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OWASP Top 10 API Security Risks

1. Broken Object level Authorization
2. Broken User Authentication
3. Excessive Data Exposure
4. Lack of Resources & Rate Limiting
5. Broken Function Level Authorization
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OWASP Top 10 API Security Risks

6.   Mass Assignment
7. Security Misconfiguration
8. Malicious Code Injections
9. Improper Assets Management
10. Insufficient Logging & Monitoring
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The Noname API Security Platform
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安全左移
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API安全左移 Azure DevOps CI/CD pipelines
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API安全左移 Azure DevOps CI/CD pipelines
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No Api management
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Api management



The Noname API Security Platform
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API Security Testing

API Security Testing goes a long way in avoiding API breaches by preventing security vulnerabilities from ever reaching 
production environments. Noname Active Testing focuses on finding and remediating API security vulnerabilities during 
the development phase of the SDLC, before they can be exploited.
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API Posture Management

Next to providing a complete inventory of APIs using Discovery,  Noname Security Posture Management will assess your 
APIs and broader infrastructure for misconfigurations and vulnerabilities to identify potential risks and understand their 
true attack surface.
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Runtime Protection

One of the unique and complicated properties of APIs is that usage patterns differ greatly depending on the functionality 
of the API. To adequately detect malicious traffic during runtime, you need to successfully differentiate between normal 
and abnormal behavior.
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A New Model for API Security
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资源地址

Noname Security#

https://nonamesecurity.com/

https://azuremarketplace.microsoft.com/zh-tw/marketplace/apps/nonamegateinc1627221832172.noname-security

https://azuremarketplace.microsoft.com/zh-tw/marketplace/apps/nonamegate.nonamesecurity_sentinelsolution
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