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OWASP Top 10 API Security Risks

The Noname API Security Platform
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2022 5 API %4 5] # " SSCTREND

Poor logging practices for APls [ 39%

Problems in APl authentication [ 37%
MisconfigurationsinAPls [ 36%

Unnecessary exposure of data [N 31

Inability to rate limit APl responses [N 059
Inability to monitor APIs for attacks [ 25%

None of the above 14%

© 2023 Shanghai Sectrend Information Technology Co., Ltd. All rights reserved. | Confidential 4



Average number of Production
Enterprise APIs 15564

63% of organizations expetrienced a
security breach in the past year

37 days-per incident

o 27 days tor discovery

e 10 days for remediation



OWASP Top 10 API Security Risks
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OWASP Top 10 API Security Risks = SSCTREND

2. Broken User Authentication

4, Lack of Resources & Rate Limiting
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OWASP Top 10 API Security Risks = SSCTREND

Security Misconfiguration

Improper Assets Management
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The Noname API Security Platform
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APIZ4 kK% Azure DevOps CI/CD pipelines HESSCTREND

- L < B @ = 1=

Azute Automation / Noname \A’U'f' Analytic Solutions

!g’ . + Active Testing

&

E I
1 1

VPN Gateway Apphcation Gateway Azure Frewall NVA
Il ¢ o=
”Ne GISB
- - o -
o Syslog and/or Log Azure Load Balancer  Virtual Machines DNS Server Cxternal APY
Internal APt Activity Log Diagnostic Log Azure Policy Collection -//bui i |

Standard F2s v2 (2 vcpus, 4 GiB memory)
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APIZ LA Azure DevOps CI/CD pipelines

-

GitHub Actions

|

Built

Application J

\

\

\

A

“\\

[

Repo

\\ swagger.json nn-config.json other code y

JFROG Repo

Active-Testing

https://build.nonamesec.com/active
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APIZ4 kK% Azure DevOps CI/CD pipelines ZE SSCTREND

O GitHub
Azure Servers

Azure Resource Group
Azure Repos Deployment

m noname

Runtime API Protection

4

Posture Management

oQ Azure Manage
Migrate & Configure

Azure Reporting
Azure BuildApps

Azure Monitor
l Azure Artifacts Azure Sentinel
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No Api management

LN ]
8] noname 1 Actve Testing

Applications

Overview Scans Issues Inventory Settings

@  build API server 80 httpbin alpin S_Q_QM / #65

Active Pharmacy Lab - REST

main £) 202304240753 & 00:00:05
Active Pharmacy Lab - GraphQL

Unteachable

Nolissues 0 0O
Noname Tests

Test Profiles 17 APis (17 unreachable)

Integrations

API Docs
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Api management

noname | Active Testing

Applications
ATION
B build AP server BO hitpbin alpin..
Active Pharmacy Lab - REST

Active Pharmacy Lab - GraphQL

Test Profiles
Integrations

AP1 Docs

Overview Scans lssues

Scans / #68

main

34issues 18 16 I

Noname Tests
17 APis \

34 ltems
API
DELETE /delote
61 /html

GET  /xml

2
Inventory Settings v
0 e
£ 202304240926 & 000009 Scanning 97% By OWASP Category
fe—
2  Buoken Function Level Authorizetion 13 Broken User Authenticetion
15 Securty Misconfiguration 3 Improper Asseta Management
GroupBy v Q v Po
Y Severity 12 Y/ lssue %Y Category Y  OWASP Y  Actions
high Reader role successfully deleted a resource Broken Function Level Authorization API05.2019 s
Nigh Lack of Secret Content Validation Broken User Authentication API02:2019 ]
high Lack of Secret Content Validation Broken User Authentication API02:2019 ]
Nigh Lack of Secret Content Validation Broken User Authentication AP102:2019 [
110 of 34 > 10 v
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The Noname API Security Platform =& 5=CTR=NJ

Shift Left with
API Security
Testing

API Posture Runtime API
Management Protection
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API Security Testing

API Security Testing goes a long way in avoiding APl breaches by preventing security vulnerabilities from ever reaching

production environments. Noname Active Testing focuses on finding and remediating API security vulnerabilities during

the development phase of the SDLC, before they can be exploited.

noname | Active Testing

Applications

Overview
BB build API server 80 httpbin alpin Sgans / #68
Active Pharmacy Lab - REST
main

Active Pharmacy Lab - GraphQL

Scans

Issues

34 Issues 15

Noname Tests

Test Profiles 17 APl
Integrations
APl Docs
ter
API

DELETE /delete

£T /html

GET  /xml

Severity = Y/

high

high

high

high

Inventory Settings

£ 2023-04-2409:26 & 00:00:09 Scanning 97%

Issue

Reader role successfully deleted a resource
Lack of Secret Content Validation

Lack of Secret Content Validation

Lack of Secret Content Validation
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By OWASP Category

n Level Authorization 13 Broken

Category

Broken Function Level Authorization

Broken User Authentication

Broken User Authentication

Broken User Authentication

User Authentication

CONNGUratoNn 3 Improper Assets Management

OWASP

API05:2019

API02:2019

AP102:2019

API02:2019

» Report E

2o

Actions

=
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API Posture Management = S=CTR=ND

Next to providing a complete inventory of APIs using Discovery, Noname Security Posture Management will assess your
APIs and broader infrastructure for misconfigurations and vulnerabilities to identify potential risks and understand their
true attack surface.

Posture Issues

22 .95K 22 .95K 8 8

3 added | S resolved High Med Low
e

Triggered On Severity #lssues

POST testops.com/micro High 2

POST testops.com/micro High 1

POST testops.com/micro High 1

POST testops.com/micro High 1

POST testops.com/micro 1
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Runtime Protection 2 S=CTRrR=N2

One of the unique and complicated properties of APIs is that usage patterns differ greatly depending on the functionality
of the API. To adequately detect malicious traffic during runtime, you need to successfully differentiate between normal
and abnormal behavior.

Runtime Issues
3 added | S resolved High ) Med Low
 OREE——

Triggered On Severity Date

POST testops.com/micro/ High May 16 2022 08:33:18
POST testops.com/micro/ High May 16 2022 08:33:18
POST testops.com/micro/ High May 16 2022 08:33:18
POST testops.com/micro/ High May 16 2022 08:33:18
POST testops.com/micro/ M May 16 2022 08:33:18
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A New Model for API Security

Shift Left

Speed and Quality

Developers self-serve AP|
testing suites throughout
stages of development

©
Q

Scale Up Confidently
Security teams meet surge

Developers

while increasing efficacy
and compliance
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in demand with automation,

Protect

API Attack Prevention

Identify and prevent API

attacks and data movement

with pinpoint accuracy

V]
Q

Integration Ease

Handling API attacks and
data movement events is
routine and simple

Sustain

Sustained Hygiene

Automated, context-aware
inventory, vulnerability and
configuration control

©
Q

Risk-Informed

Focus on high-impact API
risk remediation to de-risk
API estate continuously
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Noname Security:

https://nonamesecurity.com/

https://azuremarketplace.microsoft.com/zh-tw/marketplace/apps/nonamegateinc1627221832172.noname-security

https://azuremarketplace.microsoft.com/zh-tw/marketplace/apps/nonamegate.nonamesecurity sentinelsolution

7H RSCA:

https://www.sectrend.com.cn/
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Beyond Security, more than
open

source.
you !

Thank
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